Introduction {#Sec1}
============

In the modern era, the aim is to connect each of the physical devices, even the miniature ones, with the internet so that they can be monitored and controlled remotely for maximum utilization. These devices are powered with the ability of communicating among themselves. Such a huge interconnected system, consisting of numerous tiny devices, is not free from vulnerabilities. Moreover, a security breach in such systems can be catastrophic. So, a major concern in the world of *internet-of-things* is how to provide security and privacy to each system with the constraints of limited power and area. SKINNY \[[@CR9]\], PRESENT \[[@CR10]\], QARMA \[[@CR6]\], KATAN and KTANTAN \[[@CR11]\], GIFT \[[@CR8]\] are some of the block ciphers which are designed for such constrained environments. Until recently, no standardization process has been introduced (like AES Development \[[@CR2]\], SHA-3 Project \[[@CR4]\], CAESAR Competition \[[@CR1]\]) for cryptographic schemes in lightweight environments. NIST LightWeight Cryptography (LWC) competition \[[@CR3]\] is a major step towards addressing these issues. There are a total of 57 submissions in this competition. Apart from authenticated encryption algorithms in lightweight environment, some of the designs also comprise of hash functions. Some of them have also provided new primitives for block cipher design.

[FlexAEAD]{.smallcaps} is one of the round-1 candidates proposed by Nascimento and Xexéo in NIST LWC competition \[[@CR17]\]. It is a family of lightweight authenticated encryption schemes with associated data. In this version, the processing of Associate Data (AD) has been added to the original variants \[[@CR15], [@CR16], [@CR18]\]. There are mainly three variants of [FlexAEAD]{.smallcaps} that have been listed with block sizes of 64, 128 and 256 bits. In general, a [FlexAEAD]{.smallcaps} scheme is denoted by [FlexAEAD]{.smallcaps}-$\documentclass[12pt]{minimal}
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                \begin{document}$$256$$\end{document}$. The nonce in [FlexAEAD]{.smallcaps} is used to generate sequence numbers which are eventually XOR-ed with associated data, plaintext and intermediate-state to produce ciphertext-tag pair. The lightweight of [FlexAEAD]{.smallcaps} essentially comes from the fact that for computational purposes it uses XOR operations, a look-up table for substitution layer and bit reorganizations for BlockShuffle layer. [FlexAEAD]{.smallcaps} has an underlying block cipher; internal *keyed* permutation ($\documentclass[12pt]{minimal}
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**Existing Security Claims.** The designers have claimed that mounting an attack on [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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**Our Contributions.** First of all, we report an iterated truncated differential for all the variants of $\documentclass[12pt]{minimal}
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Next, we explore the application of the Yoyo property which has been introduced by Rønjom $\documentclass[12pt]{minimal}
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Further, we have used the iterated truncated differentials to mount forgery attacks on [FlexAEAD]{.smallcaps} similar to the ones reported by Eichlseder $\documentclass[12pt]{minimal}
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                \begin{document}$$al.$$\end{document}$  \[[@CR12], [@CR13]\]. Finally, to measure the effectiveness of all distinguishers reported in this work, their theoretical success probabilities are estimated by following the approach given in \[[@CR19]\]. The success probabilities are estimated to be high and some of them with practical complexities are experimentally verified.

All the attacks presented in this paper exploit the vulnerability that merely dividing the bytes into nibbles while using AES S-box is susceptible to differential attacks as diffusion may be slow in some scenarios. Although, [FlexAEAD]{.smallcaps} is out of NIST lightweight cryptography competition, this particular vulnerability has a far-reaching impact on designing ciphers using AES S-box. Hence, it forms the basis of continued motivation for this work.
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                \begin{document}$$\text{ PF }_k$$\end{document}$ and Yoyo game are briefly visited in Sect. [2](#Sec2){ref-type="sec"}. Section [3](#Sec5){ref-type="sec"} describes the *key*-recovery attacks based on Iterated Truncated Differential. Section [4](#Sec10){ref-type="sec"} details the attacks based on Yoyo game. The success probabilities of distinguishing attacks and their experimental verification are illustrated in Sect. [5](#Sec14){ref-type="sec"}. Forgery attacks based on Iterated Differentials are described in Sect. [6](#Sec15){ref-type="sec"}. Finally, the concluding remarks are furnished.Fig. 1.Byte representation of [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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Preliminaries {#Sec2}
=============

The analysis in this paper is regarding the $\documentclass[12pt]{minimal}
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Internal *keyed* Permutation $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\text{ PF }_k$$\end{document}$ {#Sec3}
----------------------------------------------------------------

The design strategy of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\text{ PF }_k$$\end{document}$ follows the Feistel construction. Let *m* be the number of bytes in a [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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                \begin{document}$$B[m-1]$$\end{document}$. Each byte is divided into two parts representing the two nibbles with the upper half (upper nibble) being the most significant one. The other nibble is called as lower nibble. After the BlockShuffle operation, *m* nibbles from $\documentclass[12pt]{minimal}
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Figure [2](#Fig2){ref-type="fig"} shows the round function of [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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                \begin{document}$$x$$\end{document}$ starts with the BlockShuffle operation. Then the state is bifurcated and the right half goes through subbytes operation. AES S-box is used for byte substitution. The left half is modified by XOR-ing it with the right half and applying the subbytes operation. The modified values of the left half are XOR-ed with the right half values and subbytes is applied to get new values of the right half. Then the left and right half are combined to form the new state and the next round follows. In [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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                \begin{document}$$\text{ PF }_k$$\end{document}$ is applied to generate part of the subkey to be used for encryption of the plaintext. This process is repeated several times till the required number of subkeys is obtained. Apart from the first round, each time the state is initialized with the output of the previous round. The key generation algorithm makes it difficult to recover the master key from a known subkey. The key recovery attacks presented in this paper refers to the recovery of subkeys.

Yoyo Game {#Sec4}
---------

By applying the Yoyo game strategy, a deterministic distinguisher for two generic Substitution-Permutation (SP) rounds have been reported \[[@CR20]\]. This has been used to devise a 6-round [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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                \begin{document}$$128$$\end{document}$ key recovery attack. To apply their results, first Zero Difference Pattern and Swapping of Words need to be defined which were originally given in  \[[@CR20]\].

Let $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
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### Definition 1 {#FPar1}
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                \begin{document}$$128$$\end{document}$ block cipher

### Definition 2 {#FPar2}
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The following theorem describes the deterministic distinguisher for 2 generic SP-rounds ($\documentclass[12pt]{minimal}
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### Theorem 1 {#FPar3}
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The notion behind devising such distinguisher is to choose a plaintext pair according to some Zero Difference Pattern and query this plaintext pair to the cipher to obtain a ciphertext pair. Words are swapped between the two ciphertexts on the basis of the substitution layer to produce modified ciphertexts that are queried to obtain new pair of plaintexts. Theorem [1](#FPar3){ref-type="sec"} states that the Zero Difference Pattern of the original plaintext pair and the modified plaintext pair should be the same if the cipher is of the form $\documentclass[12pt]{minimal}
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Iterated Truncated Differential Attacks on $\documentclass[12pt]{minimal}
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Differential of iterative characteristics can be easily exploited to penetrate full rounds of a cipher. The fundamental strategy behind devising an iterated differential is to choose the output differential in a way such that after some operations the input differential can be produced easily. Alkhzaimi $\documentclass[12pt]{minimal}
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One Round Probabilistic Iterated Truncated Differential {#Sec6}
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Complexity Evaluation {#Sec8}
---------------------
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Experimental Verification {#Sec9}
-------------------------

The key recovery attack using iterated differentials has been experimentally verified for 8 rounds [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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In the next section, details regarding attacks on $\documentclass[12pt]{minimal}
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The Yoyo distinguishing attack has been briefly described in Sect. [2.2](#Sec4){ref-type="sec"}. First, the result of Yoyo game on 2-generic SP rounds has been applied for devising *r*-round [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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Super-Sbox {#Sec11}
----------

Refer to Fig. [4](#Fig4){ref-type="fig"} for the Super-Sbox construction in [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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In devising this distinguisher, Theorem [1](#FPar3){ref-type="sec"} has been used directly. For this purpose, the $\documentclass[12pt]{minimal}
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In the next section, we discuss the success probability of distinguishing attacks reported in this work.

Success Probability of Distinguishing Attacks {#Sec14}
=============================================

The effectiveness of an attack depends on its success probability. First, the success probability of all reported distinguishers is computed. Then, the success probability of practical ones is experimentally verified. To deduce the theoretical estimation of success probabilities, the following theorem from \[[@CR19]\] has been applied.
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---------
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Then the success probability is calculated by:$$\documentclass[12pt]{minimal}
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**Trade-Off Between Success Rate and Free Rounds.** The iterated truncated differentials can have a different number of free rounds at the end. More number of free rounds reduces the trail complexity at the expense of success rate. For analysis, consider the case pertaining to 6-round [Flex]{.smallcaps}-$\documentclass[12pt]{minimal}
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In the following section, we show how to mount forgery attacks on [FlexAEAD]{.smallcaps} variants using the idea of iterated truncated differentials.

Forgery Attacks on [FlexAEAD]{.smallcaps} {#Sec15}
=========================================
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